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FOREWORD

Welcome to the T3 2022 issue of the ESET Threat Report!

In 2022, an unprovoked and unjustified attack on Ukraine shocked the world, bringing devastating
effects on the country and its population. The war continues to impact everything from energy
prices and inflation to cyberspace, which ESET researchers and analysts have monitored extensively
throughout the year.

Among the effects seen in cyberspace, the ransomware scene experienced some of the biggest shifts.

From the beginning of the invasion, we've seen a divide among ransomware operators, with some
supporting and others opposing this aggression. The attackers have also been using increasingly de-
structive tactics, such as deploying wipers that mimic ransomware and encrypt the victim’s data with
no intention of providing the decryption key.

The war also affected brute-force attacks against exposed RDP services, with these attacks
nose-diving in 2022. Other factors that might have contributed to this slump, besides the war, are
a decline in remote work, improved setup and countermeasures by company IT departments, and a
new brute-force blocking feature built into Windows 11. Most of the RDP attacks detected in 2022
originated from Russian IP addresses.

Even with the decline in RDP attacks, password guessing was still the most favored network attack
vector in T3 2022. And despite remedies being available for the Log4) vulnerability since December
2021, it still placed second in the external intrusion vector ranking.

\Various crypto-threats were impacted by plummeting cryptocurrency exchange rates on one side
and soaring energy prices on the other. While traditional crimeware such as cryptostealers and
cryptominers declined, cryptocurrency-related scams have been going through a renaissance:
cryptocurrency-themed phishing websites blocked by ESET products increased by 62% in T3, and
the FBI recently issued a warning about a surge in new crypto-investment schemes.

Numerous holidays celebrated in December led to increased phishing activity impersonating online
shops, as people buying gifts online represent a very lucrative target for cybercrooks. And when mo-
bile game developers rolled out new releases before the Christmas season, attackers exploited the
hype by uploading their modified malicious versions to third-party app stores. In turn, we've observed
a significant increase in Android adware detections in T3 2022.

The Android platform also saw an increase in spyware throughout the year, due to easy-to-access
spyware kits available on various online forums and used by amateur attackers. And although overall

infostealer detections trended down in both T3 and the whole of 2022, banking malware was an
exception, with detections doubling in a year-on-year comparison.

The final months of 2022 were bustling with interesting ESET research findings. Our researchers
discovered a MirrorFace spearphishing campaign against high-profile Japanese political entities,

and new ransomware named RansomBoggs that targets multiple organizations in Ukraine and has
Sandworm'’s fingerprints all over it. ESET researchers also discovered a campaign conducted by the
iInfamous Lazarus group that targets its victims with spearphishing emails containing documents with
fake job offers; one of the lures was sent to an aerospace company employee. As for supply-chain
attacks, we found a new wiper and its execution tool, both of which we attribute to the Agrius APT
group, aiming at users of an Israeli software suite used in the diamond industry.

As always, ESET researchers took multiple opportunities to share their expertise at various confer-
ences, appearing at AVAR, Ekoparty and others, where they took deep dives into technical aspects of
most of the aforementioned ESET Research discoveries. For the upcoming months, we are happy to
invite you to ESET talks at Botconf, RSA Conference and others.

| wish you an insightful read.

Roman Kovac
ESET Chief Research Officer

ESET THREAT REPORT T3 2622 |



FEATURED STORY

Unmasking MirrorFace: Operation LiberalFace targeting Japanese political entities

ESET researchers discovered a spearphishing campaign targeting Japanese political entities a
few weeks before the House of Councillors elections, and in the process uncovered a previously

undescribed MirrorFace credential stealer.

NEWS FROM THE LAB

RansomBoggs: New ransomware targeting Ukraine

ESET researchers spotted RansomBoggs, new ransomware targeting Ukraine, with the campaign
sharing many traits with the infamous Sandworm APT group.

Fantasy: A new Agrius wiper deployed through a supply-chain attack

ESET researchers analyzed a supply-chain attack abusing an Israeli software developer to deploy
Fantasy, Agrius’'s new wiper, with victims including the diamond industry.

STATISTICS & TRENDS

Category 1_;_23 22%2222/ Key points in T3 2022

Overall threat detections -13.2% 4  Decrease in detections in most monitored categories
Infostealers -11.9% 4  Banking malware detections double year-on-year
Ransomware -1.9% ¢  Ransomware-mimicking wipers target Ukraine
Downloaders -44,8% 4 MSIL downloaders take the lead, Emotet largely quiet
Cryptocurrency threats -24.8%V  Cryptocurrency malware declines further, scams flourish
Web threats -10.0% 4  Cryptocurrency-themed phishing lures on the rise
Email threats -17.4% 4 30% year-over-year growth despite T3 decline
Android +56.5% T Ad-driven Android threats grow significantly

macO0S -5.5% 4 Decline across detection categories except PUAs

RDP attacks -15.9% 4  RDP attacks remain down at 89 mil. daily average attacks

ESET THREAT REPORT T3 2022 |



Unmasking MirrorFace: Operation

LiberalFace targeting Je

political entities

Dominik Breitenbacher

nese

1P d

ESET researchers discovered a spearphishing campaign targeting
Japanese political entities o few weeks before the House of Councillors
elections, and 1n the process uncovered a previously undescribed

MirrorFace credential stealer.

Just weeks before the Japanese House of

Councillors election[1] in July 2022, ESET

researchers noticed a spearphishing campaign
targeting candidates in that election. ESET
Research tracks the APT group responsible
for this activity as MirrorFace, and we named
this campaign Operation LiberalFace. Our in-
vestigation revealed that the members of a
specific political party were of particular focus
In this campaign.

MirrorFace is a Chinese-speaking threat actor
targeting companies and organizations based
in Japan. While there is some speculation that
this threat actor might be related to APT10,
ESET is unable to attribute it to any known
APT group. Therefore, we track it as a separate
entity that we've named MirrorFace. In partic-
ular, MirrorFace and LODEINFO, its proprietary
malware used exclusively against targets in
Japan, have been reported [2] as targeting me-
dia, defense-related companies, think tanks,
diplomatic organizations, and academic insti-
tutions. The goal of MirrorFace is espionage
and exfiltration of files of interest.

We attribute Operation LiberalFace to
MirrorFace based on these indicators:

* To the best of our knowledge, LODEINFO
malware is exclusively used by MirrorFace.

* The targets of Operation LiberalFace align with
traditional MirrorFace targeting.

* Asecond-stage LODEINFO malware sample
contacted a C&C server that we track
internally as part of MirrorFace infrastructure.

One of the spearphishing emails sent in
Operation LiberalFace posed as an official
communication from the PR department of
a specific Japanese political party, containing
a request related to the House of Councillors
elections, and was purportedly sent on behalf
of a prominent politician. MirrorFace start-
ed the attack on June 29, 2022; the subject
of the spearphishing email containing a ma-
licious attachment was <redacted>SNS
FAEpE HRE D HFELY (machine translation:
[ Important] <redacted> Request

for spreading videos for SNS).

The malicious email asked the recipients to
distribute the attached videos on their own
social media profiles (SNS — Social Network
Service) to further strengthen the party’s

PR and to secure victory in the election.
Furthermore, the email provides clear instruc-
tions on the videos' publication strategy.

Since the House of Councillors election was
held on July 10, 2022, this email clearly indi-
cates that MirrorFace sought the opportunity
to attack political entities. Also, specific con-
tent in the email indicates that members of a
particular political party were targeted.

MirrorFace also used another spearphishing
email in the campaign, where the attachment
was titled [Z%E] 220628<redacted>
B - <redacted>EHFEHEHEFEERIEX

= (RES) . exe(machine translation:

[Reference] 220628 Documents from

ESET THREAT REPORT T3 2022 |


https://en.wikipedia.org/wiki/2022_Japanese_House_of_Councillors_election
https://en.wikipedia.org/wiki/2022_Japanese_House_of_Councillors_election
https://www.macnica.co.jp/business/security/manufacturers/files/mpressioncss_ta_report_2019_4_en.pdf

In order to further promote votes for candidates and proportional representation in the House of Councilors election, the party's public relations department has produced a video
for SNS —, and is widely promoting it through the party's official account, TV commercials, and web advertisements.

Therefore, in order to further strengthen the party's PR, | would like to ask not only each candidate, but also all members of the Diet belonging to prefectural federations at various
levels to post the SNS videos Df—l]r'l their own SNS and spread them widely to voters.

I would like to ask for everyone's cooperation to secure victory in the House of Councilors election.

[ SNS video]  (Posted on candidate website)

b= |

1t [video for SN5]

Responsibility to protect everyone's lives (30 seconds)

[video for sSNS]  Decision and execution. Protect your life A ver. (60 seconds)
[video for sSNS]  Decision and execution. Protect your life B ver. (30 seconds)
[—".-"IIjED for SNS] Request for early voting (34 seconds)

[video for sSNS]  Decision and execution. Protect your life C ver. (60 seconds)

i o 3]
L )
3
§ooh
i A R
I_. o ._I
B
L)

*: From today, the 28", to July 2™ {Saturday)

lease post one video per day on your SNS.

% You can also tweet from the party/upper house election special site "Let's participate in the election on SNS". (i EEGTNEGEGEGD
2 In the future, we will continue to produce videos for SNS —, s0 we ask for your continued cooperation.

Original text of the email (above) and translated version (below)

the Ministry of <redacted> to <redacted> elec-
tion administration committee (appendix).exe). The
attached decoy document references the House of Councillors
election as well.

All spearphishing emails analyzed by ESET Research contained a
malicious attachment that opened a decoy document to deceive

the target and to appear benign, and also deployed LODEINFO

on the compromised machine. LODEINFO is a MirrorFace back-
door that is under continual development. JPCERT/CC reported
about the first version [3] of LODEINFO (v0.1.2), which appeared
around December 2019; its functionality allows capturing screen-
shots, keylogging, killing processes, exfiltrating files, and executing

additional files and commands. Since then, we have observed
several changes introduced to each of its versions.

Besides detecting LODEINFO, we also discovered that MirrorFace
has used previously undocumented malware, which we have
named MirrorStealer, to pilfer its target's credentials. We believe
our research presents the first case in which this malware has
been publicly described. MirrorStealer is a credential stealer: it
steals credentials from various applications such as browsers
and email clients. Interestingly, one of the targeted applications is
Becky![4], an email client that is currently only available in Japan.
Since MirrorStealer doesn't have the capability to exfiltrate the
stolen data, it depends on other malware to do it.

MirrorFace operators used LODEINFO commands to capture the
screen of the compromised machine, obtained the list of comput-
ers connected to the network, and the list of available domains.
LODEINFO was also used by the operators to exfiltrate credentials
collected by MirrorStealer, and the victim's browser cookies.

Documents of various kinds as well as stored emails (. em1 files)
were also exfiltrated from the affected machine. The operator
was interested in common document types, such as files with

the extensions .doc*, .ppt*, .x1s*,and . *xps. Itis import-
ant to note that MirrorFace was also interested in files with the

. j td extension; this represents documents of the Japanese word
processor [chitaro [5] developed by JustSystems.

The last step we observed was delivering the second-stage
LODEINFO. The operator delivered several binaries to the compro-
mised machine; one of them was JsSchH1p. exe. The original
JsSchH1lp.exe is abenign application signed by JUSTSYSTEMS
CORPORATION, the makers of the previously mentioned Japanese
word processor Ichitaro. However, in this case, the MirrorFace op-
erators abused a known Microsoft digital signature verification
issue [6] and appended RC4 encrypted data to the JsSchH1p.
exe digital signature. Because of the mentioned issue, Windows
still considers the modified JsSchH1p . exe to be validly signed.
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Flow of instructions sent to LODEINFO to deploy credential stealer, collect credentials and e @ lhe ek uedone sart a LOBEINED ta edii=ie fes af fir e
browser cookies, and to exfiltrate them to the C&C server
JsSchHlp.exe is also susceptible to DLL search-order hijacking.  Based on certain activities performed on the affected machine, Our next observation is that even though they performed a few
Therefore, upon execution, a DLL also delivered to the compro- we think that the MirrorFace operators issued commands to cleanups to remove traces of the compromise, they forgot to
mised machine is loaded. This malicious loader then reads the LODEINFO in a manual or semi-manual manner, but in a some- delete »temp%\ 31558 . txt — the log containing the stolen
appended payload from JsSchH1p . exe, decrypts and runs it. what careless way, leaving traces and making various mistakes. credentials. Thus, at least this trace remained on the compromised
The payload is the second-stage LODEINFO; however, it appears For instance, the operators made a few errors and typos when machine, and it shows us that the operators were not thorough in
to us that the operator didn't manage to make the second-stage Issuing commands to LODEINFO — they sent the string the cleanup process.
LODEINFO communicate properly with its C&C server. Therefore, | | | |
cmd /c dir "c:\use\" ESET Research first unmasked details about this campaign and the

any further steps of the operators while utilizing the second-stage
LODEINFO remain unknown to us.

| | APT group behind it at the AVAR 2022 conference [7] in December.
to LODEINFO, which most likely was supposed to be

WelLiveSecurity blogpost [8]

cmd /c dir "c:\users\'
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Latest findings from ESET Research
Labs across the world

Worok
Worok: The big picture

ESET researchers have discovered a previously unknown cyberespionage group that they
named Worok. Active since at least 2020, the group carries out targeted attacks against various
high-profile companies and local governments mostly in Asia. Thus, we believe that the main
goal of the operators is information theft.

In addition to leveraging existing tools to compromise its targets, \Worok also develops its own.
Those include two loaders, CLRLoad and PNGLoad, and the PowHeartBeat backdoor.

CLRLoad is a first-stage loader written in C++ that was used in 2021 —in 2022 it was replaced,
iIn most cases, by PowHeartBeat. PNGLoad is a second-stage loader, this time written in C#, that
uses steganography to reconstruct malicious payloads hidden in PNG images.

PowHeartBeat is a full-featured backdoor written in PowerShell, obfuscated using various tech-
nigues such as compression, encoding, and encryption. This backdoor has various capabilities,
including command/process execution and file manipulation.

WelLiveSecurity blogpost [9]

SparklingGoblin

You never walk alone: The SideWalk backdoor gets a
Linux variant

ESET Research discovered a Linux variant of the SideWalk backdoor, one of the multiple custom
implants used by the SparklingGoblin APT group. SparklingGoblin targets mostly East and
Southeast Asia, with a particular focus on the academic sector.

We first saw the Linux variant of SideWalk in action in February 2021 when it was deployed
against a Hong Kong university that had already been targeted by SparklingGoblin in the past.
SideWalk Linux exhibits several similarities with its Windows counterpart, along with some
technical novelties. The similarities include the same customized ChaCha20 encryption algo-
rithm, software architecture, configuration, and dead-drop resolver implementation. As opposed
to SideWalk Windows, the Linux variant contains debugging symbols and leaves some unique
authentication keys and other artifacts unencrypted, which makes its detection and analysis
significantly easier.

WelLiveSecurity blogpost [10]
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APT-C-30

Domestic Kitten campaign spying on Iranian citizens with
nhew FurBall malware

ESET researchers identified a new version of the Android malware FurBall being used in the Domestic
Kitten campaign carried out by the APT-C-50 group. The Domestic Kitten campaign is known to
conduct mobile surveillance operations against Iranian citizens, and this new FurBall version is no
different in its targeting.

This malicious Android application is delivered via a fake website mimicking a legitimate site that
provides articles and books translated from English to Persian. The purpose of the copycat site is
to offer an Android app for download after clicking on a button that says, in Persian, "Download the
application”. The button has the Google Play logo, but this app is not available from the Google Play
store; it is downloaded directly from the attacker's server.

This version of FurBall has the same surveillance functionality as previous versions; however, the
threat actors slightly obfuscated class and method names, strings, logs, and server URIs. Since the
functionality of this variant hasn't changed, the main purpose of this update appears to be to avoid
detection by security software. The malware requests only one intrusive permission — to access con-
tacts — most likely to stay under the radar and not to attract the suspicion of potential victims during
the installation process. This also might be the first stage of gathering contacts that could be followed
by spearphishing via text messages.

WelLiveSecurity blogpost|[11]

Bahamut

Bahamut cybermercenary group targets Android users
with fake UPN apps

ESET researchers discovered a campaign, conducted by the Bahamut APT group, that targeted Android
users. Active since January 2022, this campaign distributed trojanized versions of two legitimate VPN
apps through a fake Secure VPN website. We found at least eight versions of the Bahamut spyware.

The malware is able to exfiltrate sensitive data such as contacts, SMS messages, call logs, device lo-
cation, and recorded phone calls. It can also actively spy on chat messages exchanged through very
popular messaging apps including Signal, Viber, WhatsApp, Telegram, and Facebook Messenger.

We found that the spyware code, and hence its functionality, is the same as in previous Bahamut
Android campaigns, including collecting data in a local database before exfiltrating it to the operators'’
server, a tactic rarely seen in mobile cyberespionage apps.

This campaign tries to keep a low profile — the website URL is most likely delivered to potential
victims with an activation key, which is not provided on the website. Unfortunately, we were not
able to obtain a working key. In addition to that, we have seen no instances of the campaign in our
telemetry data, and thus believe this campaign is highly targeted.

WelLiveSecurity blogpost [12]

ScarCruft

Who's swimming in South Korean waters? Meet ScarCruft’s
Dolphin

The ESET Research team analyzed a previously unreported backdoor used by ScarCruft, an APT
group that focuses primarily on government and military organizations in South Korea. This back-
door, which we named Dolphin, has a wide range of spying capabilities, including monitoring drives
and portable devices, exfiltrating files of interest, keylogging and taking screenshots, and stealing
credentials from browsers.

In 2021, ScarCruft conducted a watering-hole attack, hosted on a South Korean online newspaper
site that focuses on North Korea. Victims were compromised with multiple components, among

them a backdoor named BLUELIGHT (reported by Volexity [13] and Kaspersky [14]). While at the time
BLUELIGHT was considered to be the attack’s final payload, we discovered another, more sophisticat-
ed backdoor, deployed on selected victims via BLUELIGHT. We named this backdoor Dolphin, based on
text in the PDB path found in the executable.

After being deployed on selected targets, Dolphin searches the drives of compromised systems for
interesting files and exfiltrates them to Google Drive. One unusual capability found in Dolphin’s prior
versions is the ability to modify the settings of victims' Google and Gmail accounts to lower their
security, presumably to maintain Gmail account access for the threat actors.

WelLiveSecurity blogpost [15]

Lazarus

Amazon-themed Lazarus campaigns 1nh the Netherlands and
Belgium

ESET Research analyzed a set of malicious tools that were used by the Lazarus APT group in a spear-
phishing campaign against targets in the Netherlands and Belgium. The campaign, which took place in

late 2021, targeted an employee of an aerospace company in the Netherlands and a political journalist
in Belgium with spearphishing emails containing malicious Amazon-themed documents.
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Both targets were presented with job offers — the employee in the Netherlands received an
attachment via LinkedIn Messaging, and the journalist in Belgium received a document via email.
Attacks started after these documents were opened. Several malicious tools were deployed on the
system, including droppers, loaders, fully featured HTTP(S) backdoors, and HTTP(S) uploaders.

The most notable tool delivered by the attackers was a user-mode module that gained the ability to
read and write kernel memory due to exploiting the CVE-2021-21551 vulnerability in a legitimate Dell
driver. This vulnerability affects Dell DBULil drivers; Dell provided a security update in May 2021. This
Is the first ever recorded abuse of this vulnerability in the wild.

WelLiveSecurity blogpost [ 16]

POLONIUM
POLONIUM targets Israel with Creepy malware

ESET researchers analyzed previously undocumented custom backdoors and cyberespionage tools
deployed in Israel by the POLONIUM APT group. POLONIUM is a cyberespionage group first docu-
mented by Microsoft[17] in June 2022. According to Microsoft, the group is based in Lebanon and
coordinates its activities with other actors affiliated with Iran’'s Ministry of Intelligence and Security.

POLONIUM's toolset consists of seven custom backdoors: CreepyDrive, which abuses OneDrive and Dropbox
cloud services for C&C; CreepySnail, which executes commands received from the attackers’ own in-
frastructure; DeepCreep and MegaCreep, which make use of Dropbox and Mega file storage services,
respectively; and FlipCreep, TechnoCreep, and PapaCreep, which receive commands from attackers’
servers. The group has also developed several custom modules to spy on its targets by taking screen-
shots, logging keystrokes, spying via the webcam, opening reverse shells, exfiltrating files, and more.

The numerous versions and changes POLONIUM introduced into its custom tools show a continuous and
long-term effort to spy on the group’s targets. We can infer from its toolset that POLONIUM is interested in
collecting confidential data. The group doesn't seem to engage in any sabotage or ransomware actions.

WelLiveSecurity blogpost [ 18]

Sandworm

RansomBoggs: New ransomware targeting Ukraine

ESET researchers spotted a new wave of ransomware attacks targeting multiple organizations in
Ukraine, with the campaign sharing many traits with the APT group Sandworm. We named this mal-
ware, which is developed in the .NET framework, RansomBoggs. Even though it is new, the way it is
deployed bears close resemblance to some past attacks attributed to Sandworm.

Once RansomBoggs infiltrates the victim’'s machine, it generates a random key and encrypts files
using AES-256 in CBC mode, then appends the . chsch extension to the encrypted files. The key
is then RSA encrypted and written to aes . bin. Since the operators are not asking for money in
exchange for data decryption, this is a case of file coder being used as a wiper.

RansomBoggs was distributed from the victims' domain controllers via a PowerShell script that was
almost identical to the one used in both the CaddyWiper and Industroyer?2 attacks in Ukraine, both of
which were carried out by Sandworm.

WelLiveSecurity blogpost [19]
Twitter thread [20]

Agrius

Fantasy: a new Agrius wiper deployed through a
supply-chain attack

ESET Research discovered a new wiper and its execution tool, both attributed to the Agrius APT
group. We believe that Agrius operators conducted a supply-chain attack abusing an Israeli soft-
ware developer to deploy the group’s new wiper, Fantasy, and a new lateral movement and Fantasy
execution tool, Sandals. Fantasy targeted victims in South Africa, Israel, and Hong Kong.

In this campaign, Agrius first deployed credential-harvesting tools at an organization in the diamond
industry in South Africa. A few weeks later, it launched the wiping attack using Fantasy and Sandals,
striking first the South African target, continuing with the targets in Israel, and finishing in Hong Kong.
The campaign lasted less than three hours and within that timeframe ESET customers were already
protected with detections identifying Fantasy as a wiper and blocking its execution.

Sandals is a 32-bit Windows executable written in Ci#/.NET used to connect to systems in the same
network via SMB, to write a batch file to disk that executes the Fantasy wiper, and then run that batch
file via PsExec.

The Fantasy wiper is also a 32-bit Windows executable written in C#/.NET, so named for its file-
names: fantasy45.exe and fantasy35.exe, respectively. Itis similar in many respects to the
previous Agrius wiper, Apostle, that initially masqueraded as ransomware before being rewritten to be
actual ransomware. Fantasy makes no effort to disguise itself as ransomware.

WelLiveSecurity blogpost[21]
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THREAT LANDSCAPE OUVERVIEW

A summary of the threat landscape developments i1nh T3 2022.

T3 2022 was, similar to T2, marked by a general decrease across the threat landscape. ESET
telemetry registered an overall 13.2% reduction in threat detections, the trend chart showing just one
small spike on September 14, caused by an increase in activity of HTML/Phishing. Agent. However,
data for the whole year reveals that while we might have seen a momentary drop in numbers, total
detections actually increased year-on-year, going up by 13%.

Evenin T3, there was one category that thrived: The Android category registered a remarkable
growth of 57% in detections. This was driven by a 163% increase in Adware and an 83% increase in
HiddenApps detections.

In some other categories, there was a similar phenomenon to that observed in overall threat detec-
tions — while the number of detections in these categories decreased in T3, they registered a yearly
increase. For instance, the Downloaders category saw 71% growth between 2021 and 2022. On the
other hand, Emotet detections experienced a steep decline of 84% in T3, falling considerably silent
apart from a campaign in Japan, and the addition of a new info-gathering module.

Similarly, while Infostealer detections decreased by 12% in T3, Banking malware detections continued
their yearlong growth, increasing by more than 100% between 2021 and 2022.

Circling back to Emotet, its massive campaigns in T1 2022 led to a 30% year-on-year increase in
Email threats, a category that otherwise declined by 17% in T3.

Despite overall Web threat detections decreasing by 10.6% between 2021 and 2022, its Phishing
subcategory was the only one to grow in T3, with the number of phishing website blocks up by 115%
compared to T2.

Over in the macOS category, ESET telemetry registered only a slight, 5.5%, decline. Potentially
unwanted applications (PUAs) made up 52% of these detections, growing by 3% compared to T2.

There was no yearly growth when it comes to Ransomware detections, which dropped by 20%
between 2021 and 2022. However, in T3 2022, we saw increased use of ransomware-mimicking
wipers related to the Russia-Ukraine war, such as Azov ransomware, Somnia wiper, and CryWiper.

In the Exploits category, RDP password-guessing attacks — once a bustling contributor in 2021 —
dropped by 49% in 2022. The daily averages of attack attempts oscillated around 1 billion in T1, plum-
meting to around 100 million in T3. In contrast, SQL attacks reversed their course, growing by 9% in T3.
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Win/Exploit.CVE-2017-11882 trojan 9.0%
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MSIL/TrojanDownloader.Agent trojan 6.4%

I
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JS/Agent trojan
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B s

VBA/TrojanDownloader.Agent trojan

Top 10 malware detections in T3 2022 (% of malware detections)

As has now become expected, Cryptocurrency threat detections continued their downward spiral,

decreasing by 45% from 2021 to 2022. While crimeware rates fell, cryptocurrency-related scams were

on the rise.

In the area of /ol security threats, we saw shifts among lol botnets: the number of new bots that
joined the Mozi botnet decreased by 25%, the ZHtrap botnet died suddenly, and Mirai-based bots
grew by 11%, although 6% fewer attacks were detected.

Apart from some position reshuffling, no dramatic changes occurred in the list of top ten malware
detections. HTML/Phishing.Agent reigned supreme both in T3 and in 2022 overall. Only one family,
HTML/Phishing.Outlook, left the most-detected club in T3, falling from ninth to sixteenth place. The
empty spot in the list was, in turn, claimed by the DOC/Fraud trojan, which climbed into sixth place
from its fourteenth position in T2.
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TOP 10 MALWARE DETECTIONS

—> HTML/Phishing.Agent trojan

HTML/Phishing.Agent is a detection name for malicious HTML code often used in a phishing email’s
attachment. Attackers tend to use it instead of other file types, since executable attachments are
usually automatically blocked or more likely to raise suspicion. When such an attachment is opened,
a phishing site is opened in the web browser, posing as e.g., an official banking, payment service or
social networking website. The website requests credentials or other sensitive information, which
are then sent to the attacker.

—> Win/Exploit.CUE-2017-11882 trojan

This detection name stands for specially crafted documents exploiting the CVE-2017-11882[22]
vulnerability found in Microsoft Equation Editor, a component of Microsoft Office. The exploit is pub-
licly available and usually used as the first stage of compromise. \When the user opens the malicious
document, the exploit is triggered and its shellcode executed. Additional malware is then downloaded
onto the computer to perform arbitrary malicious actions.

HTML/Phishing trojan

HTML/Phishing trojan represents generic malware detections that are collected based on scanning
malicious URLs in emails and email attachments. If an email or its attachment contains a blocklisted
URL, it triggers an HTML/Phishing.Gen detection.

—>» MSIL/TrojanDownloader.Agent trojan

MSIL/TrojanDownloader.Agent is a detection name for malicious software written for the Windows
platform, and that uses the .NET Framework; this malware tries to download other malware using
various methods. It usually contains either a URL or a list of URLs leading to the final payload. This
malware often acts as the first layer of a much more complex package, taking care of the installation
part on the victimized system.

—> JS/Agent trojan

This detection name covers various malicious JavaScript files. These are often obfuscated to avoid
static detections. They are typically placed onto compromised but otherwise legitimate websites, with
the aim of achieving drive-by compromise of visitors.

DOC/Fraud trojan

DOC/Fraud detections cover mainly Microsoft Word documents with various types of fraudulent con-
tent, distributed via email attachments. The purpose of this threat is to profit from the victim's in-
volvement, for example by persuading victims to disclose their credentials or sensitive data. Recipients
might be tricked into believing they have won a lottery prize or been offered a very favorable loan. The
documents often contain links to websites where victims are asked to fill in personal information.

DOC/TrojanDownloader.Agent trojan

This classification represents malicious Microsoft Office documents that download further malware
from the internet. The documents are often disguised as invoices, forms, legal documents, or other
seemingly important information. They may rely on malicious macros, embedded Packager (and
other) objects, or even serve as decoy documents to distract the recipient while malware is down-
loaded in the background.

LNK/Agent trojan

LNK/Agent is a detection name for malware utilizing Windows LNK shortcut files to execute other
files on the system. Shortcut files have been popular among attackers, as they are typically con-
sidered benign and less likely to raise suspicion. LNK/Agent files don't contain any payload and are
usually parts of other, more complex malware. They are often used to achieve persistence of the main
malicious files on the system or as a part of the compromise vector.

—>» HTML/Fraud trojan

HTML/Fraud detections cover various types of fraudulent, HTML-based content, distributed with the
aim of gaining money or other profit from the victim’'s involvement. This includes scam websites, as
well as HMTL-based emails and email attachments. In such an emalil, recipients may be tricked into
believing they have won a lottery prize and are then requested to provide personal details. Another
common case is the so-called gdvance fee scam [23], such as the notorious Nigerian Prince scam also
known as “419 scam”.

UBA/TrojanDownloader.Agent trojan

VVBA/TrojanDownloader.Agent is a detection typically covering maliciously crafted Microsoft Office
files that try to manipulate users into enabling the execution of macros. Upon execution, the enclosed
malicious macro typically downloads and executes additional malware. The malicious documents are
usually sent as email attachments, disguised as important information relevant to the recipient.
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INFOSTEALERS

Banking malware detections doubled in 2022.

Our T3 2022 telemetry data is characterized by a decline across most monitored categories.
Infostealers are no exception: their T3 decrease was close to 12%, and their 2022 overall numbers
went down by almost 10% compared to 2021. Infostealers trended steadily, albeit gently, downward
throughout the whole of T3, with no dramatic detection spikes or drops.

The one Infostealer subcategory that did not experience a decline in this reporting period was
Banking malware: its T3 numbers stayed practically identical to those of T2. Even so, its year-on-year
detections more than doubled, going up by 107%.

This phenomenon was caused by the prevalence of the web skimmer JS/Spy.Banker, also known as
Magecart. It made up the overwhelming majority of banking malware detections in 2022: through-
out the year, this malware family consistently accounted for about three-fourths of banking malware
detections. JS/Spy.Banker also ended up being the third most detected infostealer, both in T3 (9.5%)
and for the whole of 2022 (8%), and the only banking malware to get into the overall top ten infoste-
aler list. It has to be noted, though, that the detections of this online script hiding on hacked websites
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-14.3% -11.9%
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are based on the number of unique visits to said websites, so it can shoot up much higher in our
telemetry than most other malware in the Infostealer category, which is distributed as downloader
payloads or via email attachments.

Win/ClipBanker, the second-place holder, grew by 8.6% and accounted for 4.7% of banking malware
registered by ESET telemetry in T3 2022.

The third-most detected banking malware family was the Latin American banking trojan Grandoreiro,
with 4% of banking malware detections. While this percentage share might not look that impressive
when compared to the likes of JS/Spy.Banker, Win/Spy.Grandoreiro experienced quite a growth spurt
In 2022 — compared to 2021, its numbers were almost six times higher. In T3, it also continued its
expansion outside Latin America, with the majority of its detections coming from Spain.

Speaking of LATAM banking trojans [24], many of them had quite a strong end of the year. The de-
tections of not only Grandoreiro, but also several others such as Casbaneiro, Mispadu, and Mekatio,
spiked in November and December of 2022. We could see a shift from script to Delphi downloaders in
the most prevalent among these trojans, likely to improve their detection evasion. When using Delphi
executables, the threat actors heavily utilized VMProtect and Themida, which offer very good code
protection compared to what are usually very simple and custom-made script obfuscations.
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While Banking malware was the only Infostealer subcategory not to decline in T3, the subcategory of
Cryptostealers was the one that dropped the most, by 48.7%. This only further underlines the contin-

uous decline of the “traditional” cryptocurrency crimeware threats, as opposed to scams and phishing.

After appearing in our telemetry in T2 2022, PowerShell/PSW.Coinstealer managed to become the
most detected cryptostealer in T3 with 31.5%. Win/PSW.Delf was in second place with 24.5%, and
Win/Spy.Agent was third with 22.2%. More information about Cryptostealers can be found in the

Cryptocurrency threats section.

The Spyware subcategory, which accounts for the majority of Infostealers in our telemetry, continued
Its downward trend in T3 with a 14.3% decrease. Its 2022 detections also declined compared to the
year 2021, in total by 15%.

Despite the decrease in numbers, spyware continued to be a very common type of malware, especially
due to the ready availability of many of its families online. The notorious Agent Tesla, known in our
telemetry as MSIL/Spy.Agentlesla, is not the only spyware-as-a-service to be used widely. Recently,
RedLine Stealer, another one of these families, made the news multiple times. In September, it was
reported [25] that this malware had hit the video game publisher 2K Games, targeting its customers
with fake support emails that contained malicious executables. In another video-game-related cam-
paign [26], RedLine was part of a malware bundle that could self-spread through malicious YouTube
videos, going after fans of games such as Final Fantasy, FIFA, and Lego Star Wars. According to our
telemetry data, most RedLine detections were from Peru, Poland, and Turkey.
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Global distribution of Infostealer detections in T3 2022

Spyware detections peaked at the beginning of T3, on September 6, when we registered an increased
number of attack attempts in Turkey and the Czech Republic. The most detections on this day belonged
to Win/Formbook, followed by Win/Spy.Weecnaw.L. Win/Spy.\Weecnaw is a remote access trojan that
experienced quite significant growth in T3, going up by 151.4%. The L variant of this trojan was being
distributed via emails as an executable file disguised as a PDF invoice document.

The two spyware families with the most detections in T3, as well as in 2022 as a whole, were

the usual suspects: MSIL/Spy.Agentlesla and Win/Formbook. They were also the top-detected
infostealers, again both in T3 and in 2022. Agent Tesla constituted 26.1% of spyware in T3 (15.7% of
infostealers), while the Win/Formbook trojan amounted to 16.7% of spyware (10% of infostealers).
Both of these families were on a downward detection trend throughout the year.

While we could be tempted to say that after its decline in T2 and T3, the days of Agent Tesla are
numbered, its long-term trend has been more-or-less stable overall. The momentary decrease in
detections can be explained by a change in its distribution vector: it used to be spread mostly by email,
but now it's being distributed more and more as a downloader payload.

The third place among Spyware and the fourth place in the Infostealer top list belonged to
MSIL/Spy.Agent, which garnered 11.3% of spyware and 6.8% of infostealer detections. This malware
family also trended downward in T3 and experienced a 24% decrease when compared to T2.

Backdoors, which constituted over 28% of infostealer detections, went down by 9.6% in T3 2022,
their trend chart showing no significant spikes. Backdoors' year-on-year decline was similar, if slightly
lower, to that of Spyware: 13% as compared to 14.3%.
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There were only three backdoor families that managed to get into the infostealer top 10in T3. The
highest ranking among them was PHP/Webshell with 5.4% (18.4% of backdoors). Even though its
detections declined in T3 by 5.8%, it had 7.6% more detections in 2022 than in 2021. ASP/Webshell,
the second-most detected backdoor family with 6.2%, decreased in both T3 and 2022, by 15.6% and
27%, respectively. In T3, that meant eighth place overall in the top 10 infostealer list with 1.8%.

Closing out both the infostealer top 10 with 1.5% and the backdoor top 3 with 5.2% of detections was
the Win/Rescoms backdoor. Its Win32/Rescoms.B variant spiked on October 24, when most of its
attack attempts were captured in Turkey.

The country where we registered the most infostealer attack attempts in T3 2022 was the US with
6%, closely followed by Spain with 5.9% and Japan with 5.8%. When taking data for the entire year
2022 into account, the unenviable victory belongs to Spain (6.6%), with Japan in second place at 6.5%,
and Turkey with 6.4% in third place.

TRENDS & OUTLOOK

Malware such as Agent Tesla, Magecart, Fareit, and Formbook will keep going strong in 2023. All of
these families can be categorized as sophisticated infostealers with authors who are strongly moti-
vated to keep updating their products in order to make a profit. The core of these applications is more
or less stable; their development is now mostly centered around new and advanced code obfuscation
and detection-avoidance techniques, which is a trend that will continue.

Spyware such as Agent Tesla and Fareit will try to propagate as much as possible to increase its
chance of success. When it comes to banking malware, though, it is not guaranteed that its growth
will continue, since multifactor authentication and other means of securing financial transactions
have been making it harder to steal money straight from bank accounts. Cybercriminals might resort
to cryptostealing, since it is easier to do and the transactions are harder to trace. However, with the
volatility of the cryptocurrency market, it remains to be seen whether these attempts will bear fruit.

Jiri Kropac, ESET Director of Threat Detection
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RANSOMWARE

While detection humbers stagnated, several ransomware-mimicking wipers appeared in connection with the Russia-Ukraine war.

In the last few years, ransomware has become widespread due to its profitability. However, the
Russian invasion of Ukraine also highlighted its destructive potential, as threat actors on both sides of
the conflict have used ransomware variants to attack their adversaries’ organizations and effectively
wipe their data by encrypting it with no intention of providing the decryption key.

In T3 2022, several new strains fit into this “wiper mimicking ransomware” category or were at least
at its edge. In October, a wiper called Azov Ransomware [27] started spreading. It overwrote 666-byte
chunks of data at a time, with no chance of recovery. Azov also backdoored most of the 64-bit ex-
ecutables it could find, increasing the risk of it being spread further. In the ransom note, its creators
criticized the lack of Western help for Ukraine and sent political messages to the western public ask-
ing them to start protests, yet the malware did not target Russian organizations, so it's possibly a
false flag operation.

In November, several organizations in Ukraine were hit with Somnia wiper[28]. CERT-UA attributed
the malware to a group known as From Russia with Love. Supporting this view is an image dropped by
Somnia’'s first-stage executable, displaying the name of the group and the letter Z — famously used as
a symbol of Russian aggression against its neighbor.

-24.1% -1.9%

11

1-lan-2022 1-Mar-2022 1-May-2022

12

1-Jul-2022

13

T-Nov-2022

1-Sep-2022

Ransomware detection trend in 2022, seven-day moving average

FRw!.
y Aﬂi

Image dropped during Somnia wiper attacks, displaying the name From Russia with Love and the letter Z

In December — probably in retaliation for the Somnia attacks — CryWiper[29] was launched at Russian
governmental agencies and courts, destroying their data and systems. CryWiper is only the second
destructive malware targeting Russia since the war broke out, with RURansom [30] in March 2022
being its only predecessor.

ESET research also found a new .NET ransomware in T3 2022 called RansomBoggs [20], targeting
organizations in Ukraine. It landed at the edge of the wiper category, as its early versions did have a
decryption function, but it wasn't called. However, its authors added the call later, but the attribution
to Sandworm — a particularly ruthless Russia-aligned APT group — suggests its victims are unlikely
to be helped by the malware's operators. \We base this attribution on an almost identical POWERGAP
PowerShell script used to distribute RansomBoggs and earlier Sandworm malware CaddyWiper [31],

both deployed via Active Directory Group Policy[32].

Prestige ransomware, another malware from this category, was detected targeting logistics compa-
nies in Ukraine and Poland, as also mentioned in ESET's latest APT Activity Report [33].

As for the general trends in ransomware, the number of detections remained steady in T3, dropping
only by 2% compared to T2 2022. The year-over-year detection trend was considerably more dy-
namic, dropping by 20% between 2021 and 2022. Several factors could have contributed, including
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6.8%

Global distribution of Ransomware detections in T3 2022

increased international law enforcement cooperation and activity, disruptions caused by the war in
Ukraine, and increased regulation limiting ransom payments and thus diminishing the financial return
for the attackers.

Looking at geographical distribution in T3 2022, China saw the largest number of incidents, followed
by the US, Russia, Ukraine, and Japan. The yearly data, however, showed Russia in the lead with

8%, followed by the US with less than 7%, and the fourth-placed Ukraine less than 4%, of all 2022
ransomware attacks.

Looking at the top 10 in T3 2022, some of the most notable strains were Win/Filecoder.STOP and
Win/Filecoder.Hive. The former spiked in several countries simultaneously on September 20 and
November 3; the latter attempted to infiltrate organizations in Namibia and the United States on
September 1 and aimed at the US on November 3. The last ransomware spike in our telemetry
occurred on November 29, due to attack attempts by Win/Filecoder.AvosLocker in Peru.

T3 2022 also saw a plethora of MSIL/Filecoder variants based on the publicly available HiddenTear
code. These are typically injected into clean software, which was also the case of the AGP variant,
whose authors used the classic Snake videogame to hide their code's nefarious purpose.

But the last four months of 2022 also brought good news to some ransomware victims. Those

hit by LockerGoga [34], RanHassan [35], and Zeppelin [36] ransomware now all have a decryptor at
their disposal. The Dutch police — together with a partner from the private sector — tricked[37] the
NAS-targeting gang known as Deadbolt into handing over decryption keys, helping as many as 90% of
the Dutch victims who reported the crime to the authorities.

Win/Filecoder.WannaCryptor trojan 18.0%
Win/Filecoder.STOP trojan 10.3%
Win/Filecoder trojan 9.8%

MSIL/Filecoder trojan 7.6%
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Win/Filecoder.GandCrab trojan 2.9%
Win/Filecoder.Hive trojan 2.9%
Win/Filecoder.BlackMatter trojan 2.9%

Win/LockScreen trojan

R

Top 10 ransomware families in T3 2022 (% of Ransomware detections)

T3 2022 also saw several ransomware affiliates arrested. A Ukrainian affiliate of the REvil gang
was detained and charged [38] with involvement in several attacks, including the Kaseya case.
Along with him, two other actors tied to the group were arrested in Romania. Another successful
apprehension [39] was aimed at a Russian-Canadian national with ties to the LockBit gang. In the case
of a Netwalker daffiliate [40] arrested in Canada and extradited to the US, a sentence has been passed,
sending him to prison for the next 20 years.

Despite all the decryption tools and growing law-enforcement activity, ransomware still poses a
financially attractive model for criminals. The CISA-published estimates of ransom payments to Cuba
[41] and Hive [42] ransomware operators amounted to USD 60 million from 101 victims in the former
and as much as USD 100 million from 1,300 victims in the latter case.

The US Financial Crimes Enforcement Network (FinCEN) published its report [43] looking at the
statistics from 2021, which documented over 1,200 ransomware-related incidents with USD 886
million in damages. Its data analysis also shows that 75% of the recorded attacks had a nexus to
Russia, its proxies, or someone acting on its behalf.

Potentially astronomic incomes work like a magnet for criminals, which led them to kickstart
numerous new ransomware families in T3 2022. The list includes a Linux version of DarkAngels [44],
Conti's doppelganger MONTI[45], a new variant of MountlLocker called DagonLocker [46], and Vohuk,
ScareCrow, and AERST [47].

Regarding ransomware trends, there were a few things worth noting in T3 2022. An increasing number
of gangs switched to intermittent encryption [48] — a process that only affects parts of the targeted files,
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still rendering them unrecoverable without a decryptor and decryption key. The reason for this change is
that it speeds up the encryption process, shrinking the window for detection and prevention.

In the APT universe, planting false evidence that points to other threat actors or countries is noth-
ing new. Yet in the crimeware arena, this approach isn't as frequent. Digging through Yanlouwang
ransomware [49] gang's leaked communications, researchers found details about the criminal op-
eration and also were able to prove that its operators are Russian-speaking, not China-aligned as
previously thought.

In our past reports, we mentioned one of the few ransomware gangs that did not shy away from
targeting Russian organizations and extorting them for hefty sums — OldGremlin [50]. Further attacks
by this group on several industries have been documented throughout 2022, setting a new record in
extorted ransoms of USD 16.9 million.

TRENDS & OUTLOOK

The Russian invasion of Ukraine in 2022 drove a wedge between actors in the ransomware scene,
dividing them into supporters and opponents of the aggression. While the rift led to catastrophic
leaks, in some cases including source code and private conversations of the gang members, it also
motivated the attackers to deploy increasingly aggressive methods, to insult their victims, and
sometimes even to destroy their data.

Yet, these ideological fights did not influence day-to-day ransomware developments much. Most
threat actors continued with the double-extortion scheme and compromised any company and

organization that could afford to pay a ransom. Regular users remained mostly uninteresting for the
ransomware scene, with the only exception being the owners of NAS devices. As for the amateurish
ransomware attempts, 2022 was rife with these, with a large chunk of them being written in Python.

In 2023, we expect the saturated ransomware scene to become even more feisty and competitive,
with tensions building between individual ransomware gangs — part of it due to ideological differ-
ences and disagreements. As defenders, we hope those clashes will lead to threat actors losing their
focus and making mistakes that can be leveraged to create decryptors or, in the best-case scenario,
lead to their arrest and prosecution.

Igor Kabina, ESET Senior Detection Engineer
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DOWNLOADERS

As Emotet sank to a whisper in T3 2022, dropping by 84 %, MSIL downloaders took the lead.

T3 2022 in the Downloaders category brought an interesting flip. In T1 and T2, Emotet was the or BMP file) that led to a compromise by Agent Tesla, Fareit, or the MSIL/Agent.CFQ trojan. Most of
trend-setting malware family, responsible for most of the detections in ESET telemetry. However, this  this activity was observed in September and December in Japan (14%), the Czech Republic (14%), and
time around, it was the variants of MSIL/TrojanDownloader.Agent that led the pack with 37% of de- Turkey (11%).

tections. Their activity was quite constant throughout T3, with the only visible slowdowns document-

od in Novermnber and in the last week of December. Emotet didn't go completely silent either, with an update [51] adding a new module that the infosec

community named “hwinfo”. It is designed to harvest additional information about the compromised

The most prevalent variant of MSIL/TrojanDownloader.Agent was NKC, representing a downloader device, enabling Emotet operators to vet the potential bot candidate before another data-harvesting
of Agent Tesla; this notorious spyware-for-hire allows its operators to exfiltrate victims' data and module “systeminfo” is delivered. If both modules return satisfactory data, other Emotet modules can
sensitive information, log their keystrokes, and control their cameras and microphones. Most of this be downloaded. Based on the gathered information, botnet operators can be more precise in victim
activity was detected in mid September and at the beginning of October in Japan (14%), Turkey (14%) targeting, and also improve their detection of bots implanted by security researchers.

and Spain (10%).

The other major variants that followed — namely OFZ, NDX, OHG, OFQ and NHO — were collectively

responsible for over 10% of this family’s detections seen in T3 2022. These variants were key players T H E N D S & D U T L D D K

in several malicious campaigns that downloaded an encrypted DLL injector (which posed as a JPG

In 2022, Emotet came back in full force with large waves of malspam, mostly in the first half of the
year. What soured its comeback was Microsoft's move to disable by default VBA macros from the
internet. Cutting Emotet’s favorite attack vector made its operators look for new ways to compromise
their targets; their tests including LNK and XLL files. Based on their latest campaigns, they decided to
go for weaponized Office files, most prominently spreadsheets.

While the second half of 2022 saw only a single Emotet campaign, in November, it brought several
: updates to the malware itself. In T2, its authors added a new stealer module that can exfiltrate credit
-16.0% _Li4 8% card details stored in Google Chrome, and returned an older spreader module. Another improvement
came in October, when the new “hwinfo” module started harvesting additional information about the
compromised machine, helping the operators to vet it before sending additional modules.

This shows that Emotet is still actively being developed by its authors, who would probably not invest

so much time in a project they don't see a future for in 2023. This, however, doesn't necessarily mean
It is going to be them who will keep control, especially if one is to believe rumors from social media that
another threat group is trying to buy or has already bought Emotet and its infrastructure.

1-Jan 1-Mar 1-May 1-Jul 1-Sep 1-Nov Jakub Kaloc, ESET Malware Researcher
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